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Information Security Policy

1. Policy Statement

Moses Welfare Foundation (MWF) is committed to protecting the confidentiality, integrity, and
availability of all information entrusted to the Foundation. Information is one of MWF's most
valuable assets and is essential to fulfilling our humanitarian mission, maintaining donor
confidence, protecting beneficiaries, and ensuring legal and ethical compliance.

As a Christian humanitarian and development organization, MWF recognizes its responsibility to
safeguard information against unauthorized access, disclosure, alteration, loss, theft, misuse, or
destruction. Every Board Member, employee, volunteer, consultant, contractor, and partner shares
responsibility for maintaining the security of organizational information.

MWEF is committed to implementing appropriate administrative, physical, and technical safeguards
to reduce information security risks and to promote a culture of cyber awareness and responsible
information management.
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2. Purpose
The objectives of this policy are to:

e Protect organizational information and digital assets.

e Preserve the confidentiality, integrity, and availability of information.

e Prevent cyber threats and data breaches.

e Define information security responsibilities.

e Promote secure use of information systems.

e Ensure business continuity.

e Support compliance with applicable laws, donor requirements, and recognized international
good practice.

3. Scope
This policy applies to:

e Board of Directors

e Chairman / Executive Director

e Employees

e Volunteers

e Consultants

e Interns

e Contractors

e Temporary Staff

e Partner Organizations

e Third-party service providers with access to MWF information or systems
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It applies to:

e Computers and laptops

e Mobile phones and tablets

e Servers

e Cloud services

e Email systems

e Databases

e Paper records

e USB storage devices

e Backup systems

e Websites

e Social media accounts

¢ Financial systems

e Programme management systems
e Communication platforms

¢ Any device or system used to process MWF information

4. Information Security Principles

MWEF is committed to protecting information based on the following principles:
Confidentiality

Information shall only be accessible to authorized individuals with a legitimate business need.
Integrity

Information shall remain accurate, complete, and protected from unauthorized modification.
Availability

Information and systems shall remain available to authorized users when needed through
appropriate safeguards, maintenance, and disaster recovery planning.

Accountability

Every individual using MWF information systems is responsible for protecting organizational
information and complying with this policy.
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5. Information Classification
Information shall be classified according to its sensitivity:
Public Information

Information approved for public release, including publications, annual reports, newsletters, and
approved website content.

Internal Information

Information intended for internal organizational use that should not be publicly disclosed without
authorization.

Confidential Information
Sensitive organizational information requiring restricted access, including:

e Donor information
e Beneficiary records
e Employee records
e Financial information
e Contracts
e Project proposals
o Safeguarding reports
e Legal documents
Highly Confidential Information

Information requiring the highest level of protection, including:

e Passwords

e Encryption keys

e Banking credentials

e Security incident reports
e Child protection records
e Medical information

¢ Investigation files
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6. Roles and Responsibilities
Board of Directors
The Board shall:

e Approve this policy.

e Oversee information security governance.

¢ Monitor significant security risks.
Chairman / Executive Director

The Chairman shall:

e Ensure implementation of this policy.

¢ Allocate appropriate resources.

e Promote a culture of information security.

e Ensure timely response to security incidents.
Information Security Focal Person

The designated Information Security Focal Person shall:

e Monitor compliance.

¢ Coordinate security awareness activities.

e Support risk assessments.

e Maintain incident records.

e Advise on information security controls.

¢ Coordinate responses to security incidents.
Employees and Volunteers

Every representative of MWF shall:

e Protect organizational information.

e Follow security procedures.

e Use systems responsibly.

¢ Report security incidents immediately.
¢ Participate in required training.
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7. Access Control

Access to organizational information shall be based on the principle of least privilege, meaning
individuals are granted only the access necessary to perform their authorized duties.

MWEF

shall:

e Create unique user accounts.

e Disable access promptly when personnel leave or change roles.

e Review user access periodically.

e Restrict administrative privileges to authorized personnel.

e Prohibit the sharing of user accounts and passwords.
8. Password and Authentication

To strengthen security:

e Strong passwords shall be used for all organizational accounts.

e Passwords shall not be shared or written in insecure locations.

e Multi-factor authentication (MFA) shall be enabled where available, particularly for
email, cloud services, banking, and donor management systems.

e Default passwords shall be changed before systems are put into use.

e Compromised passwords shall be changed immediately.

9. Acceptable Use of Information Systems

MWF

technology resources shall be used primarily for authorized organizational purposes.

Users shall not:

Install unauthorized software.

Access illegal or inappropriate content.

Share confidential information without authorization.

Use organizational systems for fraudulent or unlawful activities.
Circumvent security controls.

Limited personal use may be permitted where it does not interfere with work responsibilities,
compromise security, or incur high organizational costs.
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10. Email and Internet Security
Users shall:

o Verify the authenticity of unexpected emails and attachments.

e Exercise caution before clicking links.

¢ Report suspected phishing attempts immediately.

e Use official organizational email accounts for organizational business.

e Avoid transmitting confidential information through unsecured communication channels.

11. Device Security
All organizational devices shall:

e Be protected with passwords or biometric authentication.
¢ Use up-to-date operating systems and security patches.
¢ Have anti-malware protection where appropriate.
e Lock automatically after periods of inactivity.
e Be securely stored when not in use.
Loss or theft of devices containing organizational information must be reported immediately.

12. Information Storage and Backup
MWE shall:

e Store information in approved locations.

e Perform regular backups of critical information.

e Test backup restoration periodically.

e Protect backup media from unauthorized access.

e Encrypt sensitive backups where appropriate.
13. Physical Security

To protect physical information assets:

o Offices shall be secured outside business hours.

e Visitors shall be supervised where appropriate.

e Confidential documents shall be stored in locked cabinets.

o Server and network equipment shall be protected from unauthorized access.
e Keys and access cards shall be controlled.
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14. Remote Working
Personnel working remotely shall:

e Use secure internet connections whenever possible.

e Avoid accessing sensitive systems through unsecured public Wi-Fi without appropriate
protection.

o Keep devices secure when travelling.

e Prevent unauthorized persons from viewing confidential information.

e Report security concerns immediately.

15. Incident Reporting and Response
An information security incident may include:

e Data breaches.
e Malware infections.
e Lost or stolen devices.
e Unauthorized access.
e Password compromise.
e System outages.
e Phishing attacks.
e Ransomware incidents.
¢ Theft of confidential information.
All suspected incidents shall be reported immediately.

MWEF shall:

e Contain the incident.

¢ Investigate the cause.

e Assess potential impacts.

¢ Restore affected systems.

¢ Implement corrective actions.

¢ Notify relevant stakeholders where required by law or contractual obligations.
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16. Business Continuity and Disaster Recovery

MWEF shall maintain appropriate measures to ensure continuity of critical operations following
emergencies, cyber incidents, natural disasters, or system failures.

Plans shall include:

e Backup procedures.

e Alternative communication methods.
e Recovery priorities.

e Restoration of critical systems.

e Periodic testing and review.

17. Third-Party Security
Third-party organizations with access to MWF information shall:

e Maintain appropriate security controls.

e Protect confidential information.

e Comply with contractual confidentiality obligations.

e Report security incidents affecting MWF information promptly.

18. Security Awareness and Training
MWEF shall provide regular training covering:

e Password security.
e Phishing awareness.
o Safeinternet use.
e Data protection.
e Device security.
¢ Incident reporting.
¢ Social engineering awareness.
¢ Remote working security.
All new personnel shall complete information security awareness during induction.
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19. Monitoring and Compliance
MWE shall monitor compliance through:

e Internal reviews.
e Security risk assessments.
e Management oversight.
e Audit activities.
¢ Incident analysis.
e Policy reviews.
Corrective actions shall be implemented promptly where weaknesses are identified.

20. Policy Violations
Failure to comply with this policy may result in:

e Corrective action.

e Mandatory retraining.

e Suspension of system access.

o Disciplinary measures.

¢ Termination of employment or volunteer engagement.
¢ Termination of contracts or partnerships.

o Referral to law enforcement where appropriate.

21. Policy Review

This policy shall be reviewed annually or sooner if required by changes in technology, legislation,
donor requirements, or organizational operations.

22. Commitment

Moses Welfare Foundation is committed to protecting its information assets with the highest
standards of professionalism, accountability, and security. By strengthening information security,
promoting cyber awareness, and safeguarding sensitive information, we protect the people we
serve, preserve donor confidence, and ensure the continuity of our humanitarian mission.
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Approval

This Information Security Policy has been approved by the Board of Directors of Moses Welfare
Foundation and is binding on all Board Members, employees, volunteers, consultants, contractors,
partner organizations, and third-party service providers handling MWF information or systems.

Approved By: Board of Directors
Moses Welfare Foundation
Effective Date: 28 July 2026
Review Date: 28 July 2027
Moses Welfare Foundation

"Securing Information. Protecting People. Building Trust."
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